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ABSTRACT 
 
Biometric devices (BDs) are nowadays common in use for a variety of purposes. The study conducted to 
assess the bacterial load on fingerprint scanners (FPS) of BDs revealed the presence of 0.26 × 103 to 3.83 × 
103 colony-forming units of bacteria per cm2 of FPS. A total of 58 isolates of bacteria belonging to 23 species 
of which 42 isolates had multiple drug-resistant were identified on FPS of 17 BDs. Types of bacteria and 
bacterial load on finger print scanners of high use BDs was significantly (p, ≤ 0.01) higher than on FPS of 
low use BDs. Gram negative bacteria belonging to Aeromonas bestiarum 1, A. media 2, Enterobacter 
agglomerans 10, Erwinia mallotivora 2, Escherichia coli 1, Klebsiella pneumoniae ssp. pneumoniae 1, and 
Shewanella putrifaciens 1, were detected from nine finger print scanners. The 40 gram-positive bacteria 
were detected on all finger print scanners’ samples and belonged to five genera. Both of the Bacillus 
thurigiensis isolates were from finger print scanners of BDs installed in the same building. Enterococcus 
faecium and Enterococcus faecalis strains were detected on three samples each. All 22 isolates of 
staphylococci were resistant to methicillin and oxacillin and 20 had multiple drug-resistance. Vancomycin 
resistant Enterococcus, E. faecalis, was detected in one sample and vancomycin-resistant Staphylococcus 
aureus were detected from two samples. Both of the linezolid-resistant isolates (Staphylococcus 
chromogenes and Streptococcus milleri) were detected from finger print scanners of two of the high use 
BDs. Of the 58 isolates, 10 from seven samples (all from high use or medium use BDs) were resistant to 
one or more carbapenem drugs and two isolates of Enterobacter agglomerans possessed metallo-β-
lactamase activity. The study indicated that BDs may be harbouring potentially dangerous superbugs and 
suggest the use of touch-less BDs for commonplace uses.  
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INTRODUCTION 
 
Biometric devices (BDs) are the integral component of 
the present-day lifestyle, and their use has grown beyond 
imagination and spreading rapidly to enter buildings, to 
mark attendance (to clock in and out at work), withdraw 
money, to pay bills and for availing various services and 
to enter and exit airports and seaports to ensure the 
identity. The use of fingerprint scanners, where a lot 
many people put their fingers, always creates a 
perception that biometric devices being loaded with a 
variety of bugs may be instrumental in the dispersion of 
infections if not exactly the diseases. Earlier studies on 
BDs indicated that for a person it is not more likely to 
become ill on use of BDs than using doorknobs (Blomeke 

et al., 2007). The use of doorknobs and other hard 
surfaces in nonpublic-places like research institutes have 
access to a select group of people but BDs installed 
mostly at public places and may be more important to be 
evaluated for the carriage of potentially pathogenic 
microbes. Moreover, biofilm-forming potential pathogens 
and their dispersal from BDs can’t be ignored because 
biofilm growth of bacteria is reported on almost all solid 
surfaces (Wilkinson, 1966). Biofilm formation may be 
associated with an increased level of mutations activating 
certain genes responsible for the production of virulence 
factors (Høiby et al., 2011). Moreover, bacteria in biofilms 
can be many folds more drug-resistant than their  siblings  

Microbiology Research International 
Vol. 7(4), pp. 31-39, October 2019 

ISSN: 2354-2128 
Full Length Research Paper 



 
 
 
 
growing in a planktonic form (Lewis, 2010; Cepas et al., 
2019; Dumaru et al., 2019). Thus the risk might be much 
more with biofilm-bacteria being more persistent on BDs 
and other surfaces than those acquired from other 
sources. Supporters of the use of BDs may suggest the 
use of regular disinfection of fingerprint scanners but that 
does not appear to be an alternative for touch-less 
devices available for identification purposes because of 
the resistance of bacteria in biofilms for most of the 
antibiotics and disinfectants (Lewis, 2010; Dumaru et al., 
2019). Use of disinfectant may further be more 
dangerous due to the induction of drug-resistance in 
biofilm-forming microbes (Kaplan, 2011; Nhung et al., 
2015; Ebrahimi et al., 2017). Thus, the present study was 
undertaken to determine the presence of potentially 
pathogenic drug-resistant microbes if any on fingerprint 
scanners (FPS) of BDs installed in Indian Veterinary 
Research Institute, Izatnagar to clock in and out 
attendance of the institute employees.  
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After reports of increased number of out-patients and 
hospitalizations (Table 1) in the Human Hospital of 
Institute, treating only employees and their family 
members, after implementation of Biometric attendance 
in May 2015 and made compulsory from April 2016, 
many of the employees raised voice to abandon the 
system in 2017-18 holding BDs responsible for increase 
in illness in the Institute, and stopped using the BDs for 
clocking in and out timing. The increase in number 
sickness cases might be due to innumerable reasons and 
the increase may not be in communicable diseases (the 
detailed analysis could not be done with the available 
records (Annual Reports, 2014-18). However, frequency 
of use of BDs decreased and now only about one-half of 
the employees are using the BDs to mark their 
attendance and rest are marking their attendance through 
signing the registers kept in each of the departments. 
This study was planned to see the possibility of the bacteria 
on fingerprint scanners of the BDs installed in the Institute. 

 
 
 
Table. 1. Number of patients and hospitalization in Human Hospital of Indian Veterinary Research Institute, Izatnagar before and after 
implementation of compulsory use of biometric devises to mark attendance of employees. 
 

Year of 
report 

Out-patients treated 
 

Emergency hospitalizations 
 

Hospitalizations 

Numbers Increment over the 
preceding year (%) Numbers Increment over the 

preceding year (%) Numbers Increment over the 
preceding year (%) 

2014-15* 41453 1  266 1  352 1 
2015-16# 43306 4.5  283 6.4  416 18.2 
2016-17# 45254 4.5  285 0.7  497 19.5 
2017-18** 43244 -4.4  231 -18.9  330 -33.6 

 

(Compiled from Annual report of the Institute available at http://www.ivri.nic.in/otherpages/AnnualReports.aspx) 
*The period before implementation of biometric attendance system; #period when biometric attendance system was followed by all of the employees 
of the Institute; **periods when almost 50% employees stopped using the biometric attendance system. 
 
 
 
MATERIALS and METHODS 
 
At least one biometric device is installed on all entry gates of office 
and laboratory buildings, at two places where more than 200 
employees work two devices are installed to clock entry and exit 
timings. There is no provision for regular disinfection of the devices 
and maintenance department check only for their functionality. 
None of the machines included in the study was installed in 50-
meter perimeter of animal facilities or livestock farms. 
 
 
Sample collection 
 
Sampling was done from fingerprint scanners (FPS) of 17 BDs 
installed at different places to clock in and out times for employees 
of Indian Veterinary Research Institute, Izatnagar. All samples were 
collected between 11 am to 11.30 am considering that there was a 
lapse of at least one hour after the last scan on the machine. Sterile 
wet cotton swabs were rubbed on the scanners in all four directions 
avoiding any touch of swab with other parts of BDs.  

Depending on the number of people using BDs, machines were 
classified into high use (≥100 users), medium use (50 to 99 users) 
and low use (≤49 users) BDs. To determine the use of devices, the 
user data available in the maintenance department was utilized. All 

the swabs were collected on the same day on 18th March 2019 and 
transferred to the laboratory within 30 min in sterile containers at 
ambient temperature. The square scanning area of the machine 
was measured in mm after taking the sample to determine the 
sampled area. 
 
 
Processing of swab samples 
 
The collected swabs were transferred to individual sterile tubes 
containing five ml normal saline solution (NSS). Swabs in NSS were 
swirled on a vortex shaker for five minutes and then swabs were 
transferred to individual buffered peptone water (BPW, Difco BBL, 
USA) tubes to incubate at 37°C for 8 to 10 h. Remaining NSS, after 
swirling the swab, was serially diluted and bacterial load was 
determined using pour plate method (Sanders, 2012), in triplicate 
for each dilution. The count of bacteria was expressed as colony 
forming-units (CFUs) per square cm. 

From buffered peptone water (BPW) tube growth was streaked 
on to blood agar (blood agar base, Difco BBL, USA + 5% 
defibrinated sheep blood agar) plates, incubated at 37°C for 24 h. 
Isolated different types of colonies (three or more of each type) 
were picked up and identified using growth, staining, morphological, 
cultural and biochemical characteristics (Carter, 1990; Singh, 2009).  



 
 
 
 
All isolates were tested for antibiotic sensitivity pattern. Isolates with 
similar identity and antibiogram were counted as the one and with a 
difference a separate strain. 
 
 
Antimicrobial sensitivity assay 
 
Antimicrobial sensitivity of isolates was determined using disc 
diffusion method following CLSI (2014) guidelines using standard 
antimicrobial discs (Difco BBL, USA) for amoxycillin, amoxycillin + 
clavulanic acid, ampicillin, azithromycin, cefepime, cefotaxime, 
cefotaxime + clavulanic acid, cefoxitin, chloramphenicol, 
ciprofloxacin, colistin, cotrimoxazole, ertapenem, erythromycin, 
gentamicin, linezolid, methicillin (for staphylococci only), oxacillin, 
penicillin, piperacillin- tazobactam, tetracycline, and vancomycin on 
Mueller Hinton agar (MHA) plates or bovine serum (5%) 
supplemented MHA (for fastidious organisms like Streptococcus 
species isolates) plates. For testing, bacterial isolates were grown 
in trypticase soy broth (TSB, Difco BBL) overnight under a suitable 
environment at 37°C and then culture were suitably diluted to the 
optical density of 0.1 at 590 nm. The suitably diluted culture was 
swab inoculated on to the desired MHA plates in duplicate and 
antibiotic discs were applied. After incubation at 37°C for 18 to 24 h, 
the diameter of zone of growth inhibition around antimicrobial discs 
was measured in mm. The sensitivity of the bacterial strains was 
determined using cut off limits as per CLSI guideline (2014) where 
so ever applicable. For bacteria not having reference limits in CLSI 
guidelines, limits used for Escherichia coli and Staphylococcus 
aureus were used for Gram-negative and Gram-positive bacteria, 
respectively. A reference E. coli strain (E-382), sensitive to most of 
the antibiotics, available in the laboratory, was used as control. 
Bacteria resistant to three or more classes of therapeutically used 
antimicrobials were classified as multi-drug-resistant (MDR) and 
those resistant to any of the three carbapenem drugs (ertapenem, 
imipenem, meropenem) were classified as carbapenem-resistant 
(CR) bacteria. All Gram-positive (GPBs) isolates were also 
screened for their vancomycin and linezolid resistance, and all 
Staphylococcus aureus isolates were tested for methicillin 
resistance using CLSI protocol. 
 
 
Determination of minimum inhibitory concentration (MIC)  
 
A total of 17 isolates including those 10 isolates classified resistant 
based on zone of growth inhibition in disc diffusion assay were 
tested for determining MIC of imipenem and meropenem using E-
test strips (Biomerieux, France) following the producer’s instructions 
and CLSI (2014) guidelines. 
 
 
Determination of ESBL production 
 
All Gram-negative bacterial (GNBs) isolates were tested with E-test 
using ESBL strips from Biomerieux as per the direction of the 
producer. 
 
 
Multiple antibiotic resistance (MAR) index:  
 
The MAR index was calculated using the formula as a total number 
of antibiotics to which the organism was resistant divided by the 
total number of antibiotics to which the organism was tested 
(VinodhKumar et al., 2019). 
 
 
Statistical analysis 
 
For finding a difference in number of types of bacteria detected  and  
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the total count of bacteria on scanners of different types (low use, 
medium use and high use) of machines t-test statistics were used. 
One way ANOVA with Games-Howell equal variance not assumed 
and equality of means Welch statistics were used to calculate the 
difference in bacterial count per square cm between the usage 
patterns of BD. The antibiogram results (resistant/sensitive) of the 
26 antibiotics recorded in an Excel file and automatically coded as 
follows: ‘1’ corresponds to resistant, ‘2’ to susceptible. The two-
stage cluster analysis was performed with susceptibility pattern of 
antibiotics and type of BD (categorical variable) to find out the level 
of importance of variables within and between clusters by Bayesian 
method with likelihood distance measure and 25% noise handling 
for outlier treatment (Pruthvishree et al., 2017). The cluster analysis 
was focused to minimize the number of clusters and to have less 
inter-cluster and intra-cluster variability. The Hierarchical cluster 
analysis was performed by Ward’s clustering method with squared 
Euclidean distance. The categorical principal component analysis 
was performed by Varimax rotation with Kaiser Normalization. 
 
 
RESULTS 
 
Of the 17 FPS of BDs sampled, 5, 6 and 6 were classified 
as high, medium and low use devices. The bacterial load 
on FPS ranged from 0.26 × 103 to 3.83 × 103 cfu per cm2 

(Table 2). The low use BD differ significantly from 
medium and high use BDs for cfu (p < 0.05) count per 
square cm.  

A total of 58 bacteria (18 GNBs, 40 GPBs) belonging to 
at least 23 species were identified, of which 42 isolates 
were classified as MDR and 16 were non-MDR type. All 
samples had one or more type of MDR strain. However, 
MAR index had no significant difference among the type 
of (high, medium, low use) BDs (Figure 1). 

Types of bacteria detected on FPS of high use BDs (5 
± 0.7) though higher than on FPS of medium use BDs 
(3.5 ± 2.6) difference was insignificant (p, 0.11). 
However, bacteria on FPS of high use BDs were 
significantly (p, 0.0002) more types than on FPS of low 
use BDs (0.7 ± 1.1), but the difference was again 
insignificant (p, 0.16) among FPS of low use and medium 
use BDs. Bacterial counts on FPS of high use BDs (3.33 
± 0.34 log10) though higher than on FPS of medium use 
BDs (3.31 ± 0.29 log10) was insignificant (p, 0.46). 
However, bacterial counts on FPS of high and medium 
use BDs were significantly (p, ≤ 0.01) higher than on FPS 
of low use BDs (2.81 ± 0.26 log10). 

The most effective to least effective antimicrobials on 
the bacterial isolates were imipenem (100%), 
chloramphenicol (91.4%), meropenem (91.4%), 
ertapenem (828%), tetracycline (82.8%), piperacillin + 
tazobactam (81%), azithromycin (79.3%), cefotaxime + 
clavulanic acid (79.3%), cefotaxime (75.9%), cefepime 
(74.1%), gentamicin (72.4%), cotrimoxazole (70.7%), 
amoxycillin + clavulanic acid (63.8%), ampicillin (63.8%), 
erythromycin (56.9%), cefoxitin (53.4%), ciprofloxacin 
(50%), amoxycillin (44.8%) and moxalactam (12.1%). All 
GPBs were resistant to oxacillin, 62.5% to vancomycin 
but only 5% to linezolid. Most of the GNBs were resistant 
to colistin (82.8%). 
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Table 2. Bacterial load on fingerprint scanners of biometric devices (BDs) installed in ICAR-Indian Veterinary Research Institute, Izatnagar for biometric attendance of employees, types of 
bacteria detected and their drug resistance. 
 
Use of BDs (1, 
high; 2, 
medium; 3, 
low) 

Colony forming 
units (cfu) per cm2 

of the BDs 
fingerprint scanner 

Bacteria identified, 
number of isolates 

Multiple drug 
resistant (MDR) 
bacteria detected 

ESKAPE 
bacteria 
detected 

Carbapenem resistant (CR) 
bacteria detected (MIC of 
imipenem, meropenem in 
µg/ml) 

Extended spectrum β-
lactamase (ESBL) 
producer bacteria detected 

1 0.53±0.13 × 103 

B. thurigiensis 1,  
En. agglomerans 2,  
S. haemolyticus 1,  
St. milleri 2 

S. haemolyticus,  
S. milleri 

En. agglomerans 0 0 

       

1 3.38±0.13 × 103 

En. agglomerans 1,  
K. pneumoniae ssp. 
pneumoniae 1,  
Micrococcus spp. 1,  
S. felis 1,  
St. milleri 1 

K. pneumoniae ssp. 
pneumoniae,  
Micrococcus spp.,  
S. felis,  
St. milleri 

En. agglomerans,  
K. pneumoniae 
ssp. pneumoniae 

St. milleri (0.047, 0.047) 0 

       

1 2.71±0.19 × 103 

En. agglomerans 1,  
Ec. faecium 1,  
Micrococcus spp. 1, 
S. chromogenes 2 

Ec. faecium,  
Micrococcus spp.,  
S. Chromogenes 

En. agglomerans, 
Ec. faecium 

Ec. faecium (2, 12),  
S. chromogenes (4, 32) 

0 

       

1 3.71±0.38 × 103 

A. bestiarum 1,  
En. agglomerans 2,  
S. lentus 1,  
St. milleri 1 

A. bestiarum,  
En. agglomerans,  
S. lentus,  
St. milleri 

En. agglomerans St. milleri (4, 16) En. agglomerans 

       

1 2.32±0.31 × 103 

A. media 1,  
S. aureus 1,  
S. chromogenes 1,  
St. milleri 1 

S. aureus,  
S. chromogenes,  
St. milleri 

S. aureus St. milleri (4, 24) A. media 

       

2 3.83±0.51 × 103 

En. agglomerans 2,  
Ec. faecalis 1,  
E. coli 1,  
S. chromogenes 1,  
S. gallinarum 1,  
S. haemolyticus 1,  
S. xylosus 1 

 En. agglomerans,  
Ec. faecalis,  
S. chromogenes,  
S. gallinarum,  
S. haemolyticus 

En. agglomerans En. agglomerans (4, 32),  
Ec. faecalis (0.032, 0.047) 

En. agglomerans 
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Table 2. Continues. 
 

2 3.00±0.13 × 103 

A. media 1,  
En. agglomerans 2,  
Ec. faecium 1,  
S. aureus 1 

 En. agglomerans,  
Ec. faecium,  
S. aureus 

En. agglomerans,  
Ec. faecium,  
S. aureus 

En. agglomerans (4, 32),  
Ec. faecium (4, 32) En. agglomerans 

       

2 3.36±0.13 × 103 
Ec. faecium 1, 
Sh. putrifaciens 1,  
S. chromogenes 1 

Ec. faecium, 
S. chromogenes 

Ec. faecium Ec. faecium (4, 24) Sh. putrefaciens 

       
2 0.88±0.13 × 103 S. intermedius 1 S. intermedius 0 0 0 
       

2 0.83±0.07 × 103 
Ec. faecalis 1,  
S. felis 1 

Ec. faecalis,  
S. felis 

0 0 0 

       

2 3.83±0.26 × 103 
S. aureus 1,  
St. milleri 1 

S. aureus,  
St. milleri S. aureus 0 0 

       

3 0.63±0.13 × 103 

B. thurigiensis 1,  
En. agglomerans 2,  
S. haemolyticus 1,  
St. milleri 2 

B. thurigiensis,  
St. milleri 

0 0 0 

       
3 1.21±0.13 × 103 S. intermedius 1 S. intermedius 0 0 0 
       
3 0.75±0.13 × 103 S. felis 1 S. felis 0 0 0 
       

3 1.17±0.19 × 103 Er. mallotivora 2,  
S. felis 1 

S. felis 0 0 Er. mallotivora 

       

3 0.26±0.09 × 103 
S. felis 1,  
S. lugdunerisii 1,  
St. milleri 1 

S. felis,  
St. milleri 0 0 0 

       

3 0.32±0.07 × 103 
Ec. faecalis 1,  
S. lugdunerisii 1,  
St. milleri 1 

Ec. faecalis,  
S. lugdunerisii,  
St. milleri 

0 0 0 

 

A., Aeromonas; B., Bacillus; E., Escherichia; Ec., Enterococcus; En., Enterobacter; Er., Erwinia; K., Klebsiella; S., Staphylococcus; Sh., Shewanella; St., Streptococcus 
Use of BDs, 1 high, by >99 people; 2 medium, by 50-99 people; 3 low, by >50 people. 
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Figure 1.  Biometric device type [machines were classified in to high use (≥100 users), medium use (50 to 
99 users) and low use (≤49 users) BDs] and MAR index of bacteria isolated. 

 
 
 
A total of 18 isolates of GNBs belonging to seven species 
(Aeromonas bestiarum 1, A. media 2, Enterobacterin 
agglomerans 10, Erwinia mallotivora 2, Escherichia coli 
1, Klebsiella pneumoniae ssp. pneumoniae 1, 
Shewanella putrifaciens 1) were detected on 9 of the 17 
FPS. Of the 18 GNB isolates, five had MDR (one each of 
A. bestiarum and K. pneumoniae ssp. pneumoniae and 
three of En. agglomerans), of these four were from FPS 
of high use (one each of A. bestiarum and K. 
pneumoniae ssp. pneumoniae and two En. agglomerans) 
and one from FPS of medium use BDs (En. 
agglomerans). However, non-MDR isolates were also 
detected on all the nine GNB positive FPS from all three 
kinds of BDs. Among all GNB isolates two isolates of En. 
agglomerans (from two medium used BDs) possessed 
metallo-β-lactamase activity.  

Of the 40 GPBs belonging to five genera (Bacillus 2, 
Enterococcus 6, Micrococcus 2, Staphylococcus 22 and 
Streptococcus 8), 37 had MDR. Both of the B. 
thurigiensis were isolated from FPS of BDs installed in 
the same building, one with high use and other with low 
use. However, one from FPS of high use BD was non-
MDR type. Of the six enterococci, three each belonged to 
Ec. faecium (on FPS of high use BDs) and Ec. faecalis 
(on FPS of low use BDs) species. Both of the 
Micrococcus spp. isolates were identified from FPS of 
two high use BDs. All 22 isolates of staphylococci were 
resistant to methicillin and oxacillin and had MDR except 
one isolate each of S. chromogenes and S. xylosus. 
Staphylococci were identified from FPS of 16 BDs and 
only one FPS of a low use BD was negative for 

Staphylococcus. Isolates of staphylococci belonged to  
nine different species including S. aureus (one each from 
3 samples), S. chromogenes (five from four samples), S. 
felis (one each from 5 samples), S. gallinarum (1), S. 
haemolyticus (one each from two samples), S. 
intermedius (one each from two samples), S. lentus (1), 
S. lugdunerisi (one each from two samples), and S. 
xylosus (1). All eight isolates of streptococci were 
identified as St. milleri and were isolated from seven 
samples.  

Vancomycin resistance was detected in 25 of the 40 
GPBs but vancomycin-resistant Enterococcus (VRE) 
belonging to Ec. faecalis species was detected on only 
one FPS of a medium use BD. Vancomycin-resistant St. 
milleri isolates were detected on four FPS (three from 
high use and one from medium use BDs). A total of 17 
staphylococci isolates were resistant to vancomycin, but 
vancomycin-resistant S. aureus (VRSA) were detected 
only from FPS of two high uses BDs. Both the 
vancomycin resistant Micrococcus species isolates were 
also detected on FPS of two high use BDs. Similarly, 
both of the linezolid-resistant isolates (S. chromogenes 
and St. milleri) were detected on FPS of two of the high 
use BDs. 

Of the 58 isolates, ten isolates from seven FPS (all of 
the high use or medium use BDs) were resistant to one 
or other carbapenem drugs (Table 2). However, only two 
isolates of En. agglomerans possessed metallo-β-
lactamase activity. All carbapenem sensitive and two 
isolates showing resistance to ertapenem only had MIC 
of imipenem and meropenem ≤0.047 µg/ml while  for  CR  



 
 
 
 
isolates, meropenem MIC was 12 to 32 µg/ml and 
imipenem MIC was 2 to 4 µg/ml. 

In two-step cluster analysis, three homogenous clusters 
were identified based on the antibiotic susceptibility 
pattern and bacterial type. The cluster details were given 
in   Table 3.  In  the  hierarchical  clustering,  the  bacteria  
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clustered according to their phenotypic susceptibility to 
antibiotics and locations. The hierarchical tree was 
divided into three clusters. C1 contained the majority of 
the ESBL producing isolates, C2 contained the isolates 
resistant to carbapenem, and C3 contained all the 
isolates sensitive to carbapenem (Figure 2). 

 
 
 

Table 3. Distribution of isolates in the clusters according to their phenotypic classification and the other 
classes of antibiotics. 
 

Phenotypic resistant to antibiotics  
Clusters with number of isolates (%) 

A B C 
Linezolid 0 (0.0) 1 (50.0) 1 (50.0) 
Oxacillin 0 (0.0) 11 ( 27.5) 29 (72.5) 
Vancomycin 0 (0.0) 4 ( 16.0) 21 (84.0) 
Cefotaxime 0 (0.0) 14 (100.0) 0 (0.0) 
Cefotaxime + Clavulanic acid 0 (0.0) 12 (100.0) 0 (0.0) 
Cotrimoxazole 2 (11.8) 12 (70.6) 3 (17.6) 
Erythromycin 15 (60) 4 (16.0) 6 (24) 
Carbapenems 0 (0.0) 9 (90.0) 1 (10.0) 

 
 
 

 
 
Figure 2. Hierarchical tree of antibiotic susceptibility testing with respect to antibiotics, type of bacteria, place and type of Biometric Devices. 
The tree was divided into three clusters. C1 contained majority of the ESBL producing isolates, C2 contained the isolates resistant to 
carbapenem, and C3 contained all the isolates sensitive to carbapenem. 
 
 
 
DISCUSSION 
 
The bacterial load, as well as variety of bacteria, was 
significantly higher (p ≤ 0.01) on FPS of more assessed 
BDs than low used BDs. Potentially dangerous bacteria 
were also more often detected on FPS of medium and 

high use BDs than on FPS of low use BDs. It indicated 
that danger of the spread of potential pathogens might be 
associated with the frequency of use of BDs. The 
repeated use might lead to continuous abrasion in the 
biofilm of bacteria and an addition of more types of 
bacteria in the reconstruction  of  biofilms.  The  cleansing  



 
 
 
 
effect of scanning process (putting finger for scanning) on 
the contaminated surface of BDs was observed earlier 
(Blomeke et al., 2007). However, even after one hour of 
last scan higher counts and larger variety of bacteria on 
FPS of high use than on low use DBs were detected. It 
indicated that instead of cleansing, higher use might be 
associated with an addition of more variety of bacteria to 
FPS probably carried on the fingers of users of BDs. 

In the study at least 23 types of bacteria were detected 
on FPS of 17 BDs even after one hour of their last use. 
However, research from Purdue University (Blomeke et 
al., 2007) indicated that bacteria added artificially to the 
FPS glass surfaces died rapidly within 20 min. In other 
studies too, bacterial adherence to glass surfaces is 
reported much lower on glass surfaces than on metal, 
plastic and rubber surfaces (Egwari and Taiwo, 2004). 
The detection of bacteria on the glass surface of BDFPS 
in the present study might be due to the bacteria already 
established there as a biofilm. Many of the GNBs, 
including those isolated in the present study are reported 
to survive for months on hard surfaces. The GPBs 
including MRSA and other Staphylococcus 
strains, enterococci including vancomycin-resistant 
enterococci and Streptococcus strains can survive for 
months on hard surfaces (BioCote, 2019), even better 
than GNBs because of their tolerance to dryness 
(Blomeke et al., 2007). 

In the study, Enterobacteriaceae members could be 
detected only on FPS of six BDs (four with high uses and 
two with medium use), all had En. agglomerans but K. 
pneumoniae and E. coli were detected on only one 
scanner each of high use and medium use BDs, 
respectively. On the other hand, staphylococci were 
detected on 16 of the 17 FPS sampled. Earlier 
researchers (Blomeke et al., 2007) found that E. coli 
survived on the devices slightly longer than 
staphylococci. The difference in observation seems to be 
due to detection of different types of bacteria, in our 
study, the resident bacteria (might be in biofilms) were 
detected and in earlier study laboratory-grown bacteria 
were seeded and then detected; most of those died 
within 20 min (Blomeke et al., 2007). 

Though bacterial biofilms are ubiquitous in nature but 
are not always harmless as many of the biofilm-
associated bacteria have been reported incriminated in 
the causation of cystic fibrosis, native valve endocarditis, 
otitis media, periodontitis, and chronic prostatitis (Donlan, 
2002). Thus detection of a variety of potentially 
pathogenic bacteria on FPS of BDs with high level of 
drug resistance including resistance to carbapenems in 
bacteria on FPS (>41%), ESKAPE group of pathogens on 
nine (52.9%) of the FPS beside MRSA (3), VRE (1), 
VRSA (2) and linezolid resistant staphylococci and 
streptococci may not be ignored as commensal bacteria 
on such devices. It is further a fact that resistance traits 
are transferable and can be shared among the bacterial 
community  as  and  when  required  (Kumar  and  Singh, 
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2013). Moreover the possibility of continuous dispersal of 
potentially hazardous pathogens may risk the people with 
a weak immune system (Korber et al., 1995).  

In the study MIC of meropenem for carbapenem-
resistant isolates (12 to 32 µg/ml) was often higher than 
MIC of imipenem (2 to 4 µg/ml). Most of the isolates 
showing resistance to carbapenems in the study were 
GPBs and MICs of carbapenems for GPBs are in 
concurrence to earlier studies (Zhanel et al., 1998). 

By cluster analysis, we could identify three 
homogeneous potential clusters. Cluster analysis can be 
used for discriminating the isolates based on 
epidemiological factors and phenotypic antibiotic 
resistance pattern (Pruthvishree et. al., 2017). The 
observation indicated that if we want to use BDs than 
there is a need for routine thorough cleaning to prevent 
the colonisation of scanner surfaces by bacteria for 
mitigating their probability of dispersal. Periodic cleaning 
of surfaces with disinfectants may be the simplest 
approach. However, the effect of most of the disinfectants 
is short-lived and may be associated with the emergence 
of more dangerous bacteria due to induction of drug 
resistance in biofilm-forming microbes (Kaplan, 2011; 
Nhung et al., 2015; Ebrahimi et al., 2017). Thus, the 
present study indicated that instead of using fingerprint 
scanning BDs to clock in and out attendance touchless 
devices should be preferred. Though touchless devices 
may be more costly than in use BDs, are safer for health 
of workers, several of them might have one or other kind 
of health problem making them more prone to get an 
infection. Economic aspect is also important to be looked 
into in more details, repeated contacts and manhandling, 
if the internet connectivity is poor to register the clock in 
and clock out time, makes BDs more costly for operation 
and in the Institute at any point of time at least two to 
three BDs are reported malfunctioning due to mechanical 
and electrical problems. The initial installation cost of 
touchless devices may be more than BDs but in the long 
run, both may be costing at the same level. To rightly 
evaluate the economics of the two types of devices a 
different study may be useful.  

The risk of acquisition of the infection from BDs though 
not estimated in the study, it requires a more complicated 
process to get ethical permissions to sample the 
employees, to screen for all viral, bacterial and other 
infectious causes of illness, to access their medical 
records and some social strictures are to be overcome. 
However, in any of the big organization where more than 
2000 employees work more than hundred are usually 
sick with one or other infections and annual reports of 
Institute’s Medical hospital revealed that about 40,000 
patients are treated annually (Table 1). Therefore, there 
is an ample scope of transmission of infections through 
the use of BDs, used by sick as well as healthy 
employees almost simultaneously. Though on the basis 
of the present study it is not possible to assess the actual 
role  of  BDs   in   spreading   illness/ infections,   viral   or  



 
 
 
 
bacterial or others, as this study was to detect only 
aerobically growing bacteria, it is evident from the data 
(Table 1) that cases of illness were more in the periods of 
compulsory use of BDs to mark the attendance in the 
Institute than before the use of BDs (2014-15) and also 
after the reduction of use of BDs in 2018. However, 
without detailed analysis (not possible with available 
information) it is useless to blame BDs for increased 
number of cases unless proved that the increase was 
due to spread of infections through BDs. Thus the study 
suggests that systematic studies should be undertaken 
including all possible infectious causes of illness in the 
institutions using BDs for attendance to assess the real or 
probable role of BDs in the spread of infections. 
 
 
Conclusions  
 
The study concludes that biometric attendance machines’ 
finger print scanners may harbor a variety of potentially 
pathogenic and highly drug resistant bacteria qualifying to 
superbug and ESKAPE group of bacteria. Thus those 
susceptible to acquire infection as undergoing 
immunosuppressive therapy, chemotherapy for cancer, 
recovering from organ transplants, and or suffering from 
immune disorders may be advised to avoid marking their 
attendance through BD on public places, or should use 
properly disinfected devices or should take care of 
cleansing the fingers after use of BD or the alternative 
touch less devices should be installed. 
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